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Attack Goals
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Threats
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TC Protection
Question: Are any measures deployed to prevent 3rd parties from controlling

your satellite?
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 TC Obscurity
Question: What measures are deployed to prevent 3rd parties from controlling

your satellite? (Multiple Answers)
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Satellite Threat Taxonomy

Security Analysis of 3 Satellites

Survey amongst Professionals

 Conclusion



Thanks!
Satellite Threat Taxonomy

External Attacker → COM → CDHS → Seizure of
Control

Security Analysis of 3 Satellites
Successful exploitation of several vulnerabilities
Missing state-of-the-art defenses

Survey amongst professionals
Supports our results
Security-by-obscurity prevails

Johannes Willbold - johannes.willbold@rub.de

@jwillbold

/jwillbold

@jwillbold
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