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Space Odyssey: An Experimental Software Security Analysis of Satellites
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Abstract—Satellites are an essential aspect of our modern
society and have contributed significantly to the way we
live today, most notable through modern telecommunications,
global positioning, and Earth observation. In recent years, and
especially in the wake of the New Space Era, the number of
satellite deployments has seen explosive growth. Despite its
critical importance, little academic research has been con-
ducted on satellite security and, in particular, on the security of
onboard firmware. This lack likely stems from by now outdated
assumptions on achieving security by obscurity, effectively
preventing meaningful research on satellite firmware.

44th |IEEE Symposium on Security and Privacy (S&P)

in 2022 [2]. The vast majority of these satellites form mega-
constellations like Starlink, which plans to launch more than
40, 000 satellites in the coming years [3].

Small satellites [4] are at the heart of this New Space Era
as their size and the widespread use of Commercial off-the-
shelf (COTS) components makes them affordable even for
small institutions. Furthermore, they cover a broad spectrum
of use cases ranging from commercial applications (like
Earth observation, machine-to-machine communication, and
Internet services) to research applications, such as technol-
ogy testing, weather and earthquake forecasting, and even
interplanetary missions [5]—[8].
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A Tale of Sea and Sky
On the Security of Maritime VSAT Communications

James Pavur*, Daniel Moser!, Martin Strohmeier®, Vincent Lenders’ and Ivan Martin
*Oxford Univ
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Tarmasuisse
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Abstract—Very Small Aperture Terminals (VSAT) have revo-
lutionized maritime operations. However, the security dimensions
of maritime VSAT services are not well understood. Historically,
high equipment costs have acted as a barrier to entry for both

rs. In this paper we demonstrate a sub-
E at model, proving practi
maritime VSAT networks with less than $400 of widely
television equipment. This achieved through GSExtract, a
purpose-built forensic tool which enables the extraction of IP
traffic from highly corrupted VSAT data streams.

The implications of this threat are assessed experimentally
through the analysis of more than 1.3TB of real-world maritime
VSAT recordings encompassing 26 million square kilometers of
coverage area. The underlying network platform employed in
these systems is representative of more than 60% of the global
maritime VSAT services market. We find that sensitive data
belonging to some of the world’s largest maritime compal is
regularly leaked over VSAT ship-to-shore communications. This
threat is contextualized through < case studies ranging
from the interception and alteration of navigational charts to theft
of passport and credit card details. Beyond this, we demonstrate
the ability to arbitrarily intercept and modify TCP sessions under
certain network configurations, enabling man-in-the-middle and
denial of service attacks against ships at sea. The paper concludes
with a brief discussion of the unique requirements and challenges
for encryption in VSAT environments.

I. INTRODUCTION

The maritime transportation industry has trended towards
larger vessels operated by evel aller crews, a change
/ the increasing digitization of modern ships. In

AL ! 24

terrestrial and space-based radio transmissions, landside
erations centers remain connected to vessels traversi
remotest parts of the globe. However, despite the vitalit
these connections, little research has been conducted on their
an initial contribution
critical

Specifically, the paper focuses on one major ship-to-shore
communications technology: maritime Very Small Aperture
Terminal (VSAT) satellite broadband. We demonstrate that
an attacker can intercept and even modify maritime VSAT
connections using standard satellite television equipment co.
ing less than 1% of state-of-the-art alternatives. Moreover, we
present a purpose built forensic tool GSExtract designed
to recover sensitive IP traffic from even highly upted
maritime VSAT feeds collected on consumer-grade equipment.

Europe and the North Atlantic and encompassing a service
area of more than 26 million square kilometers. These two
providers rely on an underlying networking platform with more
than 60% share of the global maritime VSAT market.

We find that status quo maritime VSAT communications
raise serious security and privacy concerns. From more ths
1.3TB of real-world satellite radio recordings, we select a
series of demonstrative case studies highlighting unique threats
to maritime navig assenger and crew nd 1
safety. Our contributi uggest that sev
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Abstract—Data from Earth Observation satellites has become
crucial in private enterprises, research applications, and in
coordinating national responses to events such as forest fires.
These purposes are supported by data derived from a variety
of satellites, some of which do not secure the wireless downlink
channel effectively. This opens the door for modern adversaries
to conduct spoofing attacks by overshadowing the signal with
commercially available radio equipment.

In this paper, we assess the vulnerability of current Earth
Observation systems to spoofing attacks conducted at the physical
layer. The effect of these attacks is amplified since the data is
received at dedicated ground stations and distributed to hundreds
of downstream systems, which are themselves not designed with
security in mind. Specifically, we take NASA’s live forest fire
detection system as a case study, and demonstrate that the
attacker can achieve arbitrary manipulation of fires in the derived
dataset to trigger false emergency responses or mislead crisis
analysis. We also assess the attack surface presented by ground
station software which implicitly trusts data from the RF port.
Against the NASA system we uncover several new vulnerabilities
that can be exploited to stealthily deny service.

We conclude with a discussion of physical-layer counter-
measures to detect and defend against spoofing, which can be
implemented in existing deployments at the ground station.

Sebastian Kohler

Martin Strohmeier
armasuisse S+T
martin.strohmeier @armasuisse.ch

Simon Birnbach
University of Oxford
simon.birnbach@

Ivan Martinovi
University of
ivan.martinovic @

Fig. 1: An overshadowing signal from the attacker manipulates
the infrared channels of satellite imagery to create fictitious
fires in the resulting dataset.

data will continue to be transported in an unauthenticated
wireless channel for the foreseeable future.

oor for spoofing attacks, where an a
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Fig. 1: An overshadowing signal from the attacker manipulates
the infrared channels of satellite imagery to create fictitious
fires in the resulting dataset.
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The Vacuum of Space Cybersecurity

1. Single Point of Failure for Industries *
. Lack of Standards/Regulations for Space Cybersecurity
. Complex Supply Chain and Lifecycle
. Widespread Use of COTS Software
. Highly Specialized Workforce
. Resource Constraints (Technical and Financial)

Center (ISAC). Should stakeholders adopt these cybersecurity principles, space assets could .

components of most critical infrastructure. Despite their importance, space systems are riddled
with cybersecurity issues - both cubesats and sophisticated systems alike. There is little support
infrastructure for improving space asset security such as space-specific standards or space
system information sharing organizations, which exacerbates the problem. While space assets
suffer similar cybersecurity issues to other industries, they are faced with a unique confluence of
challenges making their cybersecurity risk mitigation considerably more complex. This paper
explores the cybersecurity challenges of space systems, various attacks against space
and current mitigation techniques being employed by space asset organizations. Based on
s of these challenges and looking towards what other critical infrastructure sectors
are doing to improve their cybersecurity posture, we propose a series of cybersecurity
principles. These principles should be employed by space system stakeholders including space

asset organizations, policymakers and a proposed space system Information Security Analysis
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have a stronger cybersecurity baseline than their current state, thereby raising the barrier for

attacks across the industry.

I. Acronyms

AlA £ ce Industries Association
CAVE / sis Visualization Environment
CDER Cyber Defense Engineering and Research Group
CDM Continuous Diagnostics and Mitigation
CISA Cybersecurity Information Sharin
coTs Commercial Off-The-Shelf
DHS artment of Homeland Security
DoD Department of Defense
DSN Deep Space Network
L ]
'f.')'bcr Research Fellow, Harvard University's Belfer Center, 79 John F. Kennedy St, Cambridge, MA 02138, AIAA Member. .
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CSDS REPORT CONCERNING SECURITY THREATS AGAINST SPACE MIS

348 REPLAY
Applicable to: Space Segment, Ground Segment, Space-Link Communication.

Description: Transmissions to or from a spacecraft or between ground system computers can
be intercepted, recorded, and played back at a later time.

Possible Mission Impact: If the recorded data were a command set from the ground to the
spacecraft and they are re-trans - aintended destination, they might be
executed, potentia 1

could resulf

ical onboard parameters).

3.49 SOFTWARE THREATS
Applicable to: Space Segment, Ground Segment

Description: Us ystem operators, and programmers often make mistakes that can result
in security problems. Users or administrators can install unauthorized or unvetted software
that might contain bugs, viruses, or spyware, which could result in system instability
System operators might misconfigure a system resulting in security weakn

Programmers may introduce logic or implementation errors that could result in

operational, which external threat agents might attempt to exploit to inject instructions,
software, or configuration changes.

control policies based on strong authentication provide a means by
only authorized entities are allowed to perform system actions, while all others are prohibited.
Possible Mission Impact: An access control breach would allow an unauthorized entity to
take control of a ground ound system network, shut down a ground s
upload unauthorized commands to a spacecraft, execute unauthorized commands aboard a
crewed mission. obtain unauthorized data, contaminate archived data, or completely shut
down a mission. If weak access controls are in place, unauthorized ac: might be obtained.
Interception of data might result in unauthorized access because identities, identifiers, or
passwords might be obtained. Social engineering could be employed to obtain identities,
identifiers. passwords, or other technical details permitting unauthorized acc:

February
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itatd i) the result that a spacecraft is in an unintended orientafféi{ s, tumbling,

ang pomted in the wrong direction, solar arrays pointed away from the sulf ghe reset
Htical onboard paramete:

349 SOFTWARE THREATS
Applicable to: Space Segment, Ground Segment

Description: Users, system operators, and programmers often make mistakes that can result
in security problems. Users or administrators can install unauthorized or unvetted software
that might contain bugs, viruses, or spyware, which could result in system instability.
System operators might misconfigure a system resulting in security weaknesse

Programmers may introduce logic or implementation errors that could result in system
vulnerabilities, or instability/reliability. Weakne may be discovered after a mission is
operational, which external threat agents might attempt to exploit to inject instructions
software, or configuration changes.

Possible Mission Impact: Software threats could result in loss of data and safety issues g
loss of spacecraft control, unauthorized spacecraft control, or loss of mission.

0 ¢ HORIZED ACCESS

Applicable to: SpaCCiiiy S Seeoment
Description: Access control policies based on strong authentication provide a means by which
only authorized entities are allowed to perform system actions, while all others are prohibited.

Possible Mission Impact: An access control breach would allow an unauthorized entity to
take control of a ground system or a ground system network, shut down a ground system
upload unauthorized commands to a spacecraft, execute unauthorized commands aboard a
crewed mission, obtain unauthorized data, contaminate archived data, or completely shut
down a mission. If weak ess controls are in place, unauthorized access might be obtained
stion of data might result in unauthorized access because identities, identifiers, or

ht be obtained. Social engineering could be employed to obtain identities
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take control of a ground system or a ground system network, shut down a ground system,
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on, obtain unauthorized data, contaminate archived data, or completely shut
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Interception of data might result in unauthorized access because identities, identifiers, or
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S | Illustration

Cyberattacks can be

used to take control
of a satellite and

damage or destroy it.

Foreword
MARTIN C.

user terminals that connect to satellites
are all potential intrusion points for cy-
berattacks. Cyberattacks can be used to
monitor data traffic patterns (i.e., which
users are communicating), to monitor the
data itself, or to insert false or corrupted
data in the system. While cyberattacks
require a high degree of understanding of
he systems being targeted, they do not
sarily require significant resources

uct. Cyberattacks can be contract-

to private groups or individuals,

neans that a state or non-state ac-

gtill pose a cyber threat.?

cyberattack on space systems can re-
sultin data loss, widespread disruptions,
and even permanent loss of a satellite.
For example, if an adversary can seize
control of a satellite through a cyberat-
tack on its command and control sys-
tem, the attack could shut down all com-
munications and permanently damage
the satellite by expending its propellant
supply or damaging its electronics and
sensors. Accurate and timely attribution
of a cyberattack can be difficult, if not
impossible, because attackers can use a
variety of methods to conceal their iden-
tity, such as using hijacked servers to
launch an attack.

THREAT
CHARACTERISTICS

The types of counterspace threats de-
scribed above have distinctly different
characteristics that make them more
suitable for use in some scenarios than
others. As shown in Table 1, some types
of counterspace threats are difficult to
attribute or have fully reversible effects,
such as mobile jammers. High-powered
lasers, for example, are “silent” and can
carry out an attack with little public
awareness that anything has happened.
Other types of counterspace weapons
produce effects that make it difficult for
the attacker to know if the attack was
successful, and some produce collateral
damage that can affect space systems
other than the one being targeted.

Counterspace weapons that are reversi-
ble, difficult to attribute, and have limited
public awareness are ideally suited for sit-
uations in which an opponent may want
to signal resolve, create uncertainty in the
mind of its opponent, or achieve a fait ac-
compli without triggering an escalatory
response. For example, an adversary that
wants to deter the United States from in-
tervening in a situation may believe that
such attacks will stay below the threshold
for escalation (i.e., not trigger the very
thingitis trying to prevent) while creating
significant operational challenges for the
United States that make the prospect of
intervention more costly and protracted.
Conversely, counterspace weapons that
have limited battle damage assessment
or that risk collateral damage may be less
useful to adversaries in many situations.
Without reliable battle damage assess-
ment, for example, an adversary cannot
plan operations with the confidence that
its counterspace actions have been suc-
cessful. Furthermore, weapons that pro-
duce collateral damage in space, such as
large amounts of space debris, run the
risk of escalating a conflict and turmning
other nations against the attacker.

_
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munications and permanently damage
the satellite by expending its propellant
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sensors. Accurate and timely attribution
of a cyberattack can be difficult, if not
impossible, because attackers can use a
variety of methods to conceal their iden-
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" TC / TM Flow

Telecommand (TC)

Telemetry (TM)

COM

e Decode
e Authenticate
e Repackage

ADCS
EPS

{=} CDHS

e Parse
e Execute
e Respond

Payload
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Custom Protocol

o COM

Sender Subsystem ID
Recipient Subsystem ID
Flow Control Flags
TX seq. RX seq.
Inner Payload
Fletcher-16 Checksum

COM

S'Band -I 7.

ID

EPS
CDHS
ADCS

Subsystem
EPS

COM

CDHS

Ground Station
o

bit 0 bit 1 bit 2 bit 3 bit4 bit5 bit 6 bit7

Byte O Command Identifier (MSB)
Byte 1 Command Identifier (LSB)
Byte 2 Source Block ID
Byte 3 Length

Args
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. \@ COM CDHS

e Bypass COM Protection
= Missing TC Protection

(XN
1 sch handler set raw memory ( * pCmd) {
2 * pAddr = pCmd—>pCmdArgs;
3 * pWriteData;
4
5 (pAddr) {
6 (g_sch exec mode != 1 ) {
o 7
. 3 )
" 9 * pWriteData = &pAddr->start of data buf;
10 (pAddr—->filesystem target) ({
11
12 } {
13 memcpy (pAddr—>targetAddr,
14 &pAddr—>start of data buf,
15 pAddr—>writeLength);
16 }
17 }
* ¢ 18

® 19 }
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. \@ COM CDHS

e Bypass COM Protection
= Missing TC Protection

o000
2 * pAddr = pCmd—>pCmdArgs;
(]
.
memcpy (pAddr—->targetAddr,
14 &pAddr—>start of data buf,
15 pAddr—>writeLength) ;
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COM EPS
@_’ CDHS
GPS ADCS

UHF-Stack

Cubesat Space Protocol (CSP) v

.
o-& TCP/IP Oriented Design
CSP Header 1.x
Bitoffset 31 30 29 28 27 26 25|24 23 22 21 20 19 18 17 16 15 14 13 12 11 1 9 8 7 6 5 4 3 2 1 o ®
H X -
. . Destination Source M | T
0 Priority Source Destination Reserved D
Port Port A E -
C A
32 Data (0 — 65,535 bytes)
Source: https://en.wikipedia.org/wiki/Cubesat_Space_Protocol
®
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a Security Features Security Issues

1. MAC comparison leaks timing data #44
e HMAC-SHA1 Authentication e memcmp to compare the digest

* XTEA Encryption Support 2. HMAC doesn't protect headers #45
' e Same problem for the CRC checks
3. XTEA encrypt packet nonce too predictable #162

e const uint32 t nonce = (uint32_t)rand();

Authors: Issues fixed in libcsp v2 T
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Unprotected TCs

. \@ COM

]

(X X

1 int csp route security chek(...) {

2 1f (packet->id.flags & CSP_FXTEA) {

3 csp log error("Received XTEA encrypted packet, but CSP

was compiled without XTEA support. Discarding packet'");

4 } o

5

6 //

7

8 1f (packet->id.flags & CSP _FHMAC) {

9 csp log error("Received packet with HMAC, but CSP was

compiled without HMAC support. Discarding packet");

10}

11

12 //

13 }

e
°
°
= o



nprotected TCs

WY

COM

e Bypass COM Protection
= Missing TC Protection

CDHS

1 int sch_handler set raw memory(scheduler cmd t* pCmd)

2

00 J o Ul & W

11
12
13
14
15
16
17

19 }

raw_mem access_cmd t* pAddr =
char* pWriteData;

pCmd—>pCmdArgs;

if (pAddr) {
1f (g _sch exec mode != 1 ) {
/* exception and return */
}
char* pWriteData = &pAddr—>start of data buf;
1f (pAddr—>filesystem target) {
[/ [ee.]
} else {
memcpy (pAddr—->targetAddr,
&pAddr—>start of data buf,
pAddr—>writeLength);



Unprotected TCs

. R

COM

e Bypass COM Protection
= Missing TC Protection

CDHS

( * pCmd)
2 raw_mem_access_cmd t* pAddr = pCmd->pCmdArgs;
* pWriteData;

(pAddr) {
(g _sch exec mode != 1 ) {

* pWriteData = &pAddr—->start of data buf;
(pPAddr—>filesystem target) ({

} {
13 memcpy (pAddr—->targetAddr,
14 &pAddr—>start of data buf,
15 pAddr—->writeLength);



Vulnerable TC

1 void task_adcs_servr() ({

2 char log file name [32]; °
3

4 csp listen(socket, 10);

5 csp bind(socket, port);

6

7 do {

8 do {

9 conn = csp accept(socket, O0xff);

10 } while (do wait for conn); S
11

12 packet = csp read(conn, 10);

13 1f (packet) {

14 packet data = packet->data;

15 switch(*packet data) {

16 [/ [eeo]

17 case SET LOGFILE: ({

18 packet data = packet->data + 0xf;

19 log file name[0] = '\0';
20 strcat(log file name,packet data);
21 /] ... ‘o
22 }
23 }
24 } ]

@’5 1



Vulnerable TC

’ Cubesat Space Protocol (CSP) ~ ADCS Server
task adcs_servr() {
log file name [32]; °
4 csp listen(socket, 10);
5 csp bind(socket, port);
{
8 do {
) conn = csp accept(socket, O0xff);
10 } while (do wait for conn); PY
11
12 packet = csp read(conn, 10);
(packet) {
packet data = packet->data;
(*packet data) {
SET LOGFILE: ({
packet data = packet->data + 0xf;
log file name[0] = '\O0';
strcat(log file name,packet data);
e
}
}
} ]
‘ 1



18
19
20

Vulnerable TC

ta Cf}?ﬁgj?;CiCT??rgiff(‘(T“§77ﬁ () {

char log file name [32];

csp_listen(socket, 10);
csp_bind(socket, port);

{
{
conn = csp accept(socket, 0xff);
} (do wait for conn);
packet = csp read(conn, 10);

(packet) {
packet data = packet->data;
(*packet data) {

SET LOGFILE: ({
packet data = packet->data + 0xf;
log file name[0] = '\0';
strcat(log file name,packet data);
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W' CoMm CDHS Bus
e Bypass COM Protection e Deploy Attacker Payload e Hijack Bus Control Flow
= Missing TC Protection = Vulnerable TC * Full Bus Privileges

e No OS-Defenses e Privilege-free RTOS .
s ASLR’
= NX Stack

e No SW-Defenses

. - = Stack Cookies






- Flying Laptdb ;

S-Band CCSDS
GPS CDHS ADCS

|O Board EPS

. De-orbit mechanism, AIS, Camera, etc...

Technology Tester Peripherals
SPARC LEON 3 - OBC from Airbus S&D

Bus Platform

Co-Developed by
Airbus Space & Defense
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Developer Survey



TC Protocols

Custom Standard Weight

~ 1.3 kg

~ 5.4 kg

~ 120 kg

Weight = Money



TC Protocols

Custom /
Standard

o

1-50 kg 50-100 kg >100 kg
Standard 1 1 i
Custom 6 1 0
Abstains 3 0 1
> 10 2 5

Weight = Money




TC Protocols

Custom /
Standard

o

1-50 kg 50-100 kg >100 kg
Standard L 1 i
Custom 6 1 0
Abstains 3 0 1
> 10 2 5

Weight = Money




TC Protocols

Custom /
Standard

o
1-50 kg 50-100 kg >100 kg
Standard L 1 i
Custom 6 1 v
Abstains 3 0
> 10 2 5

Weight = Money




TC Protocols

Custom /
Standard

o
1-50 kg 50-100 kg > 100 kg
Standard L 1 i
Custom 6 1 v
Abstains 3 0
> 10 2 5

Weight = Money

=> |naccessible Standard




TC Protocols

/1 |nagccessible Standard



TC Protocols

/1 |nagccessible Standard
@

p X

Grown over
Decades




TC Protocols

/1 |nagccessible Standard

Grown over
Decades

. Reo

U

nknown
uirements



TC Protocols

/1 |nagccessible Standard

Grown over
Decades

. Reo

U

nknown
uirements

No Best
Practices



TC Protocols

/1 |nagccessible Standard

Grown over
Decades

U

ReQ

nknown
uirements

No Best
Practices

Few Open-Source
Implementations



TC Protocols Q
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Grown over . *Unknown No Best Few Open-Source
Decades . Requirements Practices Implementations

"Guideline" Standards



B o Protectidh ;

Question: Are any measures deployed to prevent 3rd parties from controlling
your satellite? |

Unknown:

Prefer not to say /
Don't know

o Yes No Unknown®*



- TC Obscurify

Question: What measures are deployed to prevent 3rd parties from controlling
your satellite? (Multiple Answers) |

*. Special knowledge °

about....

Access Control Special permit needed

Encryption * ... Frequences, Modulation, etc..

. | . * ... Protocols
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Security Testing

Question: Which, if any, methods, tools or techniques were used to
ensure/improve code quality? (Multiple Answers Possible) |

Penetration Testing | | |
| | Hardware/Software in the Loop
Bounded Model ChecRking -

-~ ,Unit Testing o



Fuzzing




Fuzzing




Fuzz'ihg;

@)



Fuzz'ihg
[83
SR S

;.9<_I




Fuzz'ihg
A

— B

e

N

. Lp<_l e




"But it's different for
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Impact

1. Hack a Satellite

2. 777
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@ Attacking Inter-Sat Lihks
@ Orbital Traffic Interception
@ Orbital Denial-of-Service

@ Kessler Syndrome
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Lessons Learnt  °

. Firmware Attacks on Satellites are a Thing
’ ViaSat Incident != Satellite Firmware Attack

’ Common Sat Protocols lack Security
) Security by Obscurity
. . e




Lessons Learnt  °

) Missing TC Protection

) Missing State-of-the-Art Defenses

) Attacker Access to Orbit as Staging Ground

Unknown Consequences



Thank's!

e Firmware Attacks on Satellite
e Satellite Exploitation Objectives
e Three Satellite Case Studies

e Satellite Developer Survey m /jWillbOld

e |[mpact beyond Vulnerable Satellites

. - Johannes Willbold - johannes.willbold@rub.de

[1] ESTCube-1 Image: https://www.eopogal.org/satellite-missions/estcube-1
[2] OPS-Sat Image: https:Mvww.esa.int/ESA_Multimedia/Videos/2019/12/0PS-SAT_ESA_s_flying_lab_open_to_all
[3] Flying Laptop Image: https://www.irs.uni-stuttgart.de/en/research/satellitetechnology-and-instruments/smallsatelliteprogram/flying-laptop/
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