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Abstract—Satellites are an essential aspect of our modern
society and have contributed significantly to the way we
live today, most notable through modern telecommunications,
global positioning, and Earth observation. In recent years, and
especially in the wake of the New Space Era, the number of
satellite deployments has seen explosive growth. Despite its
critical importance, little academic research has been con-
ducted on satellite security and, in particular, on the security of
onboard firmware. This lack likely stems from by now outdated
assumptions on achieving security by obscurity, effectively
preventing meaningful research on satellite firmware.

in 2022 [2]. The vast majority of these satellites form mega-
constellations like Starlink, which plans to launch more than
40, 000 satellites in the coming years [3].

Small satellites [4] are at the heart of this New Space Era
as their size and the widespread use of Commercial off-the-
shelf (COTS) components makes them affordable even for
small institutions. Furthermore, they cover a broad spectrum
of use cases ranging from commercial applications (like
Earth observation, machine-to-machine communication, and
Internet services) to research applications, such as technol-
ogy testing, weather and earthquake forecasting, and even
interplanetary missions [5]-[8].
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~ Awesome Sat

S-/X-Band, SDR, Optical Rx., Camera, ...

Peripherals

ARM-Based Linux + FPGA

Payload Plattform
December 2019

OPS-Sat

Launched
Operated by ESA

Open for Research
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1 int sch_handler_ set_ raw memory(scheduler cmd t* pCmd) ({
2 raw_mem_access_cmd_t* pAddr = pCmd->pCmdArgs;

3 char* pWriteData;

4

5 1f (pAddr) {

6 if (g sch exec mode !=1 ) {

7 /* exception and return */ o memcpy as TC

8 }

) char* pWriteData = &pAddr—->start of data buf; .

— = — |
10 1f (pAddr—>filesystem target) { Conﬂg Changes
11 [/ [eeo] - . .
3 eiee o Quick/Hot Patching
13 memcpy (pAddr—>targetAddr, - :
14 &pAddr—>start of data buf, D € b U ggl ng
15 pAddr->writeLength);
16 }
17 }
18 //
19 }
e
= °
.

[
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o000
er set raw memory ( * pCmd) {
2 raw_mem access_cmd_t* pAddr = pCmd->pCmdArgs;
* pWriteData;
(pAddr) {
(g_sch exec mode != 1 ) {
} e memcpy as TC
* pWriteData = &pAddr—>start of data buf; :
== - |
(pAddr->filesystem target) { Conﬂg Changes
= Quick/Hot Patching
} {
13 memcpy (pAddr—>targetAddr, u I
14 &pAddr—->start of data buf, D = b u ggl ng
15 pAddr—->writeLength);
}
}
}
®
¢ .
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®Cubesat Space Protocol (CSP) ~ ADCSServer

1 void task_adcs_servr() {

2 char log file name [32];

3

4 csp listen(socket, 10);

5 csp bind(socket, port);

6

7 do {

8 do {

9 conn = csp_ accept(socket, 0xff);

10 } while (do _wait for conn);

11

12 packet = csp read(conn, 10);

13 1f (packet) {

14 packet data = packet->data;

15 switch(*packet data) {

16 /] [e.-]

17 case SET LOGFILE: {

18 packet data = packet->data + 0xf;

19 log file name[0] = '\0';
20 strcat(log file name,packet data); .
21 /] ... ¢
22 }
23 } .
24 }

75 1 ®
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" Cubesat Space Protocol (CSP)  ADCSServer

task_adcs_servr() {
log file name [32];

4 csp_listen(socket, 10);
5 csp_bind(socket, port);

{
8 do {
9 conn = csp_ accept(socket, 0xff);
10 } while (do_wait for conn);
11
12 packet = csp read(conn, 10);

(packet) {
packet data = packet->data;
(*packet data) {

SET LOGFILE: {
packet data = packet->data + O0xf;
log file name[0] = '\0';
strcat(log file name,packet data);
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" Cubesat Space Protocol (CSP)  ADCSServer

task_adcs_servr() {
2 char log file name [32];

csp listen(socket, 10);
csp_bind(socket, port);

{
{

conn = csp accept(socket, O0xff);
} (do_wait for conn);

packet = csp read(conn, 10);
(packet) {
packet data = packet->data;
(*packet data) {

SET LOGFILE: {

18 packet data = packet->data + 0xf;
19 log file name[0] = '\0';
20 strcat(log file name,packet data); ‘ o
}
} .
}
1 ®
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./access-satellite.

Uploading TC

Deploying payload
Payload written to flash
Rebooting

SSS



Lessons Learnt

Firmware Attacks on
Satellite are a thing




Lessons Learnt -

Firmware Attacks on Just TC Execution is not
Satellite are a thing Enough



Lessons Learnt -

Firmware Attacks on Just TC Execution is not
Satellite are a thing Enough

‘Missing State-of-the-
. Art Defense




Lessons Learnt -

Firmware Attacks on Just TC Execution is not
Satellite are a thing Enough

‘Missing State-of-the-
Art Defense

90s-style Buffer Overflows in
Space Systems
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e Firmware Attacks on Satellite

m External Attacker - COM — CDHS — $$%

e Satellite Exploitation Objectives
e Vulnerable & Dangerous TCs
e Missing OS & SW-Defenses

Also visit my Talk @ REcon, Montreal, Canada

Johannes Willbold - johannes.willbold@rub.de
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