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Numbers

B
First time workshop

Half-day
27th February

DUDH

19 Submissions
10 Accepts
3-4 Reviews/Paper

000
Full Room

~60 In-Person
~15 Virtual



Workshop Proceedings

Important Dates:

« Paper Submission Deadline: 10Januarny 2023 {AcE} 13 January 2023 (AoE, firm)
« Notification of Acceptance: 3 February 2023 (AoE)

« Workshop Date: 27 February 2023, 1.30pm (Pacific Standard Time)
« Camera Ready Submission: 17 March 2023 (AoE)



How did it go?
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Traditional Workshop Format
Extended Discussions

Research/WIP/Position Papers

=

Traditionally Inaccessible
Merge Space & Sec Research
Fuse Different Research
Institutions



Presentation Topics

4+1 topics on the final frontier of security
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SECURING THE
COSMOS >

ON THE FUTURE OF SPACE
SYSTEMS SECURITY
RESEARCH

James Pavur, PhD.

Digital Service Expert, Directorate for Digital Services
Chief Digital and Artificial Intelligence Office, DoD
james.pavur@dds.mil | james @ pavursec.com
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WHAT'S DIFFERENT seacesecas @ NDss
ABOUT SPACE
SECURITY?

Defenses/Attacks
Derive from
Adaptations

Adaptations confound
security practices

Tech adapts to domain

Space is weird




Session 1: Threat Modelling
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Session 2: Link Segment Security (1)
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- We know the steam is corrupted but we don't

know which bytes are corrupted and their
correct value



Session 2: Link Segment Security (2)

The Attack

- Override disabling of
small-angle satellite
broadcasting

- Match known
frequency band

- Broadcast noise

(additive)

- Accumulate weaker
off-angle signals



Session 3: Space Segment Security
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Session 4: Test Beds
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